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Acknowledgment

Securai  GmbH  hereby  confirms  that  an  application-level  penetration  test  has  been 

conducted for the following application:

MSCRM Addons deployed on 20.10.2025

This application is developed by:

PTM EDV Systeme GmbH

Bahnhofgürtel 59

A-8020 Graz

The application was analyzed from October 20, 2025 to October 31, 2025. All identified

vulnerabilities were documented in the report dated November 4, 2025.

The  application  was  tested for  the  presence of  the  OWASP Top Ten as  well  as  the 

OWASP API Security Top Ten. The tests focused, among other things, on:

 Access to data without the required permissions

 Injection of database or operating system commands
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 Manipulation of content (XSS)

 Ensuring proper authentication and session management

 Detecting misconfigurations and other leaks that could lead to the disclosure of

confidential information

 Use of outdated software at the application level (e.g., JavaScript libraries)

 Improvements related to securing the application against future attack vectors

 Other specific web vulnerabilities (CSRF, open redirection)

In  addition,  an  extended  vulnerability  scan  was  performed  on  the  productive  IP 

addresses  of  the  application  server  to  identify  security  weaknesses  and 

misconfigurations in the server

All tests were performed and verified manually by Reimar Fritz.


